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---------------------------------------------------------------------------------------------------------------------------
Section A: Multiple Choice questions                                                     (1Marks each)
----------------------------------------------------------------------------------------------------------
1. Interception is an attack against …………………..
a. Availability 

b. Integrity 

c. Confidentiality 

d. Authentication 

Ans: C

Ch 1 slide no 26

2. Non-repudiation means …………………… 

a. Accuracy of data

b. That information can be verified by a third party at any time

c. The right to see or use data 

d. Continuity of the service 

Ans: C

Ch 2 slide no 21

3. A commercial security policy should focus on …..      

a. Authentication 

b. Integrity 

c. Confidentiality 

d. Availability 

Ans: C

Chapter 4 slide number 11

4. The main problem with pronounceable passwords is that ….

a. They are not easy to remember

b. They are easy to guess

c. The number of pronounceable passwords of length n is considerably lower than the number of random passwords of length n 

d. They have vowels and constants 

Ans: C 

Chapter 3 slide 20 

5. Effective backups must be

a. regular

b. good database



c. secure system


d. irregular.

Ans: a 

Ch 5 slide no 8

6. ………………….. is one of the steps of security related risk analysis.

a. Building  backups 

b. Estimating the likelihood of exploitation

c. Designing the security mechanism 

d. Improving basis for decisions 

Ans: b

 Ch 6 slide no 5

7. .…………………….. is the method of  fingerprint identification

a. Camera scanning


b. Spread Spectrum



c. Optical scanning


d. Sensor scanning

Ans: c

Ch 7 slide no 6

8. Preventing data from being attacked or intercepted during the transmission comes under………..
a. EMSEC

b. TEMPEST

c. THEFT

d. TRANSSEC

Ans: d

Ch 8 slide no 2

9. Using the Internet, cell phones or other devices to send or post text or images intended to hurt or embarrass another person is called

a. Squatting

b. Spamming

c. Cyber bullying

d. None of the above

Ans : c

Ch9 slide n0 3

10. Which one is NOT an approach of multi-level database security?

a. Integrity Locks

b. Separation

c. Encryption

d. Shadow fields

Ch 10 slide no 11 
---------------------------------------------------------------------------------------------------------
Section B: Complete the sentence                                                       ( ½ Mark each)
---------------------------------------------------------------------------------------------------------
1. Interception is an attack against ……………………………………
Ans : Confidentiality

2. …………………………………………………….…. is a security goal
Ans : prevention, detection, and/or recovery 
Ch 1 slide no 41 

3. The most secure way to store a password is ………………………….
Ans: One-way hashing 

4. Security policy could be used for ……………………………………                                     

Ans: resolution of legal disputes, showing the intent of the manager, and/or internal audit

Chapter 4 slide # 2 

5. A plan for disaster recovery may involve …………….., ………………………..,and ………….

Ans: redundant infrastructures, traditional data backup services, and security services

Ch 5 slide #4 
6. ……………………is any situation that can cause harm to information confidentiality, integrity and availability. 

Ans: Vulnerability

7. Iris recognition is a method of ………………………………… 

Ans : biometric authentication 

Ch 7 slide no 14 

8. Setting up equipment in a car and capturing emitted signals hoping to recover valuable information is called …………………………………
Ans: Wardriving

Ch 8 slide no 6

9. ----------------- is the term for web pages that are designed by webmasters to trick search engines and draw users to their websites. 

Ans: Webspam

Ch 9 slide no 13

10. -------------------- screen the user’s request and reformat the query, if necessary, so that data of appropriate sensitivity is returned.

Ans: Commutative filters (ch 10 slide no 17)

---------------------------------------------------------------------------------------------------------
Section C: short answer questions                                                        (4 Marks each)
---------------------------------------------------------------------------------------------------------
1. List four approaches to multi-level database security      

Ans: 

Approaches to multi-level security:

1. Separation – using separation to limit access

2. Partitioning – the database is partitioned into several databases based on the levels of sensitivity. The main disadvantage of this approach is data redundancy and accuracy.

3. Encryption – the table that handles sensitive data can be encrypted using a key.

4. Integrity lock – first proposed at U.S Air Force summer study on database. 

Note: The student should be able to depict integrity lock using a diagram.
 

 (Chapter 10 from Slide 11 & 12)
2. Briefly discuss the three main methods of selecting a password 
Ans: 
1. Random selection: in this method any password in the set A has equal opportunity to be selected. Its disadvantage is that is hard to remember.

2. Pronounceable passwords: in this approach, phonemes are generated randomly. Each phoneme is formed from constants and vowels. Its main problem is that the number of pronounceable passwords of length n is considerably lower than the number of random passwords of length n.
3. User selection: in this method, the user slects the password himselfe. The problem is that users might select easy passwords such as ID, SSN, licence plate number, etc. 

Ch 3 slide 21 
3. List out the arguments for and against Risk Analysis for computer security 
Ans: 

Good reasons for doing risk analysis:

1. Improving awareness

2. Relating security mission to management objectives

3. Improving basis for decisions

4. Justifying expenditure for security

  Some negative arguments:

1. False sense of precision and confidence

2. Hard to perform

3. Lack of accuracy 
4. Briefly discuss the major techniques used by Phishers.

1. Man-in-the-middle Attacks

2. URL  Attacks

3. Cross-site Scripting Attacks

4. Observing Customer Data

5. Client-side Vulnerability Exploitation

              Ch 9 (Slide no 6)

5. List types of TRANSEC attacks

Ans: 

1. Listening on voice conversations.

Sniffing

2. Monitoring the traffic.

Jamming.

3. Noise insertion

Radio Frequency Interference (RFI)

4. disrupt other devices (e.g. airplane)

         Ch 9 Eavesdropping (slide no 16)
----------------------------------------------------------------------------------------------------
Section D:  Long answer questions                                                (total 15 marks)
---------------------------------------------------------------------------------------------------
Q1.   Answer either a or b                                                               (8 Marks)                                                                                                                                 

1. a Discuss in details four different biometrics used for authentication            (8 Marks)
Ans:

 There are several different biometrics-based authentication mechanisms. Among these mechanisms: 

1- Iris recognition: it uses Iris scanners to recognize the unique patterns of the human iris. The statistics show that the probability of an identical iris is 1 in 1078. The IrisIdent Sensar  is a famous technology used for iris recognition. 

2- Facial recognition: in this method, cameras are used to catch the image of people who walk by. It is based on the fact that the human face contains approximately 80 nodal points that could be used to identify a person.  These modals include the distance between the eyes, Width of the nose, depth of the eye sockets, and cheekbones. 

3- Fingerprint analysis: there are two methods of fingerprint identification:

· Optical scanning is similar to electronic computer scanners, taking a reading of the fingers made by the light reflection. 

· Capacitance readings are pressure based, readings taken off the pressure different parts of the finger makes on the pad 

4- Hand Geometry: in this method a camera captures image of the hand to analyse up to 90 different measurements. These measurements include top and sides of hands and fingers, height of the fingers, distance between joins, Shape of knuckles
Biometrics techniques are expensive and they face a social acceptance problem compared to other methods of authentication. In addition, some analysts question their accuracy. 
(Chapter 9) 

1.b Discuss in details the difference between security mechanism, security service and security policy

Ans: 

· A security mechanism is designed to detect, prevent, or recover from a security attack. A mechanism produce one or more than one service 
· A security service enhances the security of data processing systems and information transfers. It also makes use of one or more security mechanisms. These services include integrity, availability, authentication, confidentiality, and non-repudiation. 
· A security policy is a statement that articulates the security goals. It defines what secure is

· A military security policy should focus on confidentiality. A commercial security policy should focus on integrity.  

Ch 1 and 4 different slides 

--------------------------------------------------------------------------------------------------
Q2:  Answer the following question    (mandatory)                      (7 Marks)
 Let the probability of virus attack = 0.5 and the cost to clean infected files = 2000 OMR. The cost of a good anti-virus is 125 OMR. Calculate the Risk Leverage and provide your comment.    (7 Marks)

Ans:

Let the probability of virus attack (p) = 0.5

The cost to clean virus infected files (c)= 2000 Rials 

Then, Risk Exposure (RE)= p × c = 0.5 × 2000 = 1000 Rials 

Therefore, it is worth to spend 150 Rials on a good anti-virus. In other words, risks impact can cost money and also reducing risks too cost money. 

We define risk leverage as under:

Risk Leverage (RL)= 

                  RE (before reduction) – RE (after reduction) 


                    (Cost of Reduction) 
RE (before reduction) is nothing but c. Therefore Risk Leverage (RL) for the above example is

RL =          c – RE (after reduction)   =  2000 – 1000  = 8 


        (cost of reduction)                 125

In the above “cost of reduction” is the money spent on reducing risk of the anti-virus which is 125 OMR. 
(Chapter 6) 
GOOD LUCK
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